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OBJECTIVES

1. Create the D10 Distribution
2. Create a path for a smooth transition for D9 to D10

 For over 100 agencies

e ~ 300 SaaS sites & 100 PaasS sites



9 to 10: Proposed approach
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Proposed approach

91to 10

Retire D9 distro
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Developing the D10 distro

Module Progress

Critical modules

6
7 3 High modules
9

modules

Medium modules

\lz
= = Loading ... 76% Distribution is D10 Compatible

g Modules planning to be removed



D9-D10 DISTRO CONSIDERATIONS

@2.26.0

6 Feb

52

20

6

10

2

9

Ready D10 available Critical High Medium Remove
address metatag config_split (2.27.0?) 282 govems_security (FINANCE) 210  webform (6.2.0-beta5) 193  components (3.0.0-beta3) 165 panels (Ready)
admin_toolbar migrate_plus contact_storage (2.27.0?) 281  securtiy txt (dev) 204 focal_point (2.0.0-alpha2) 2 Permissions By Term (SaaS+) 281 ga_login (TFA)
captcha migrate_source_csv devel (2.27.0?) 281  tfa (2.0.0-alpha2) 201  entity_embed 179  block_place
chosen migrate_tools dynamic_entity_reference 273 config_ignore (dev) 174 linked_field (dev) 168 features €€
config_filter modifiers GovCMS Consultation (SaaS+) 184  config_update (dev) 55 context (dev) 154 panelizer €<
consumers paragraphs layout_builder_modal (2.27.0?) 128  config_perms (dev) 16 bigmenu (dev) 68 video_embed_field (avail)
crop pathauto linkit 5 CKAN Connect (SaaS+) 56  swiftmailer (avail)
ctools recaptcha login_security (2.27.0?) 5 DVF (SaaS+)
diff redirect menu_block 4 Migrate Cron (SaaS+) ??  adminimal_theme
dropzonejs role_delegation migrate_file (2.27.0?) 0 symphony_mailer (1.2.0-beta2) 189 ?j:/;nimal—admin—tombar
ds search_api minisite (2.27.0?)
embed search_api_attachments Page Manager (SaaS+)

entity_browser
entity_class_formatter
entity_hierarchy
entity_reference_display
entity_reference_revisions
environment_indicator
facets

google_analytics
govems_dim (FINANCE)
honeypot
inline_entity_form

key
layout_builder_restrictions
media_entity_file_replace

media_file_delete

search_api_solr
shield
simple_sitemap
token

twig_tweak

encrypt

field_group
menu_trail_by_path
module_permissions
password_policy
real_aes
rest_menu_items

simple_oauth

robotstxt (2.27.0?)
scheduled_transitions
seckit (2.27.0?)

update_notifications_disable

username_enumeration_prevention (2.27.0?)
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D9-D10 COMPATIBILITY CHANGE

@December 2022 in the last D10 session GovCMS D9 v2.24.0

34 21 11 18 5 7/

Ready D10 available Critical High Medium Remove

@February — GovCMS D9 v2.26.0

53 20 6 10 2 9

Ready D10 available Critical High Medium Remove

S T ) T T ) T T TR T

D10 Compatibility Added

D10 Compatibility Total 1 3 5 6 9 14 22 32 34 44 52

% 1% 3% 5% 6% 9% 14% 22% 32% 34% 44% 53%



Removing - Don’t freak out!!!

End of Life: Technical Debt:
« GA_Login * Features
replaced by TFA « Adminimal theme & toolbar

- Swiftmailer (D10 available) replace by Claro

replaced by Symfonymailer Superseded by layout builder

 Block Place

Functionality move to core: * Panelizer

. Video Embed Field « Panels (D10 available)




SaaS Process

Preparation: Automations:

1. ldentifying d10 theme 1. Create D10 feature branch
compatibility issues early on

2. ldentify and fix any issues
2. Remediating those issues with
previews
3. Merge D10 website to become
LIVE



Automation Preparation : identifying compatibility issues

. branches in GitLab

 NOT an additional environment

 GovCMS Service Desk account running Cl process multiple times
« Continually iterating to find new and improved automated fixes

* No fixes will be applied at this stage

* (Good news — no action for you right now



Example of

¥ internal/drupal-18-compatibility [ r -
vierge request Compare
y - [bot]: Automatec compatibility update for Drupal 10. - 2 hours ago - :

[bot]: Automated code compatibility update for Drupal 10.

rvice account authored 2 hours ago




Commit bb&8xxyy [y author ur ) @ GovCMS service account

[bot]: Automated code compatibility update for Drupal 10.

compatibility

Example of
D10 changes

©r
Changes 5
19 5 changed files vith 11 additions and 6 deletions Inline

v [ .env [




v [f] themes/govems_theme/govems_theme.theme [f

[#5]
l
%]

(s View file @bbsBcceaa

use Drupal\Core\Menu\MenuTreeParameters:
use Drupal\node\Entity\Node;

use Drupal\node\NodeInterface;

use Drupal\taxonomy\Entity\Term;

Example of
D1 0 Changes if (lempty($variables[ 'menu_name']) && $variables['menu_name'] == 'main') o

$secondary_items = \Drupal::menuTree()->load('secondary-menu', new
\Drupal\Core\Menu\MenuTreeParameters());
$secondary_items = \Drupal::menuTree()->load('secondary-menu', new MenuTreeParameters());
foreach ($secondary_items as $item) {
$variables['secondary_tree'1[] = [

¢

'title' =» §item->link->getTitle(),

_govcms_theme_preprocess_node__event__date($variables);

}

if (Sentity instanceof \Drupal\Core\Entity\FieldableEntityInterface) {
if (Sentity instanceof FieldableEntityInterface) {

if (($entity->hasField('field_item_url') && !Sentity->get('field_item_url')
->1sEmpty())

v [F] themes/govems_theme/templates/form/select.html.twig [ +2 -2 (] View file @bbs0Bccaa

spaceless
apply spaceless
<select{{ attributes.addClass(classes) ti=
for option in options
if option.type == 'optgroup

endif
endfor
</select>
endspaceless
endapply




Like Shipshape

Pipeline  Needs Jobs 1

build

but D10 compatibility

GovCMS deprecation alerts Using an “if* condition on "for" tag in "themes/custom/bootstrap_barrio/
templates/dataset/forum-listhtml.twig" at line 63 is deprecated since Twig
2.10.0, use a "filter" filter or an "if" condition inside the "for" body instead
(if your condition depends on a variable updated inside the loop). See
https://drupal.org/node/3071078. - found on line: 0

GovCMS deprecation alerts The spaceless tag in "themes/custom/bootstrap_barrio/templates/field/
link-formatter-link-separate.html.twig" at line 15 is deprecated since Twig 2.
7, use the "spaceless” filter with the "apply" tag instead. See https://drupal.
org/node/3071078. - found on line: 0

GovCMS deprecation alerts The spaceless tag in "themes/custom/bootstrap_barrio/templates/form/
dropbutton-wrapper.html.twig" at line 16 is deprecated since Twig 2.7, use
the "spaceless” filter with the "apply" tag instead. See https://drupal.org/
node/3071078. - found on line: 0

@ d10_compatibility task

themes/custom/ @
bootstrap_barrio/

templates/

dataset/forum-

listhtml.twig [2

themes/custom/ @
bootstrap_barrio/
templates/field/
link-formatter-

link-separate.

html.twig [7

themes/custom/ @
bootstrap_barrio/
templates/form/

dropbutton-
wrapper.html.twig

||--|
L]

Failed Jobs 1 Tests 18

View details

View details

View details




Timeline

Dec JAN May JUN Oct Nov DEC
2022 2023 2023 2023 2023 2023 2023
Q4 Q2 Q4 Q4
Develop the D10 Distro Security Upgrade automation

Assessment (3 months)
DevOps Preparation and Insights (1month)

Bootstrap Barrio 9.5 &

CKEditor5
Preview

Milestones

November — December 22 Bootstrap Barrio Theme
February 23 9.5 core & CK Editor Preview
End May 23 GovCMS10 Release Candidate

June 23 Security Assessment

End June 23 Drupal 10 Launch

July — September 23 D9-D10 Automations
November 23 D9 End Of Life




9 to 10: Automated Upgrade Timeline

2023

Group 1 Group 7

Group 3 Group 9

Group 5 Group 11

300 projects / 12 groups = average 25 projects in a group

D9 had an average 20 projects in a group (170 / 8)



Drupal Core 9.5 & CK Editor Preview

» Planned for 22 February — 22 March 2023
* Fact Finding Activity
» Qutstanding — Linklt and Entity Embed

* Review current HTML tags



Drupal Core & Ck Editor 5 Preview

Current state : CK Editor 4

Text editor

‘ CKEditor w

Toolbar configuration
Move a button into the Active toolbarto enable it, or into the list of Available buttons to disable it. Buttons may be moved with the mouse or keyboard arrow keys. Toolbar
group names are provided to support screen reader users. Empty toolbar groups will be removed upon save.

Available buttons Button divider

|||~ ||= | X% D|E|E Q| Format-

Show group names




Drupal Core & Ck Editor 5 Preview

Future state : CK Editor 5

Toolbar configuration

Move a button into the Active toolbarto enable it, or into the list of Available buttons to disable it. Buttons may be moved with the mouse or keyboard arrow keys.

The toolbar buttons that don't fit the user's browser window width will be grouped in a dropdown. If multiple toolbar rows are preferred, those can be configured by adding
an explicit wrapping breakpoint wherever you want to start a new row.

Available buttons Button divider

© o shyle v QO B - = language + [ | a4

| B

Active toolbar

<> Heading




Drupal Core & Ck Editor 5 Preview

Current state : CK Editor 4 — HTML tags

Filter settings

Limit allowed HTML tags and correct

Faulty HTML
Enabled

Convert URLs into links
Enabled

Embed media
Enabled

Linkit URL converter
Enabled

Allowed HTML tags

<em= <strong> <cite> <blockquote cite> <code=> <ul type=> <ol type start=> <li> <dl> <dt= <dd> <h2 id class=""> <h3 id style> <h4
id= <h5 id= <h6 id> <u> <s> <sup> <sub= <table> <caption= <tbody= <thead> <tfoot> <th=> <td> <tr> <p= <drupal-entity alt title
data-entity-type data-entity-uuid data-entity-embed-display data-entity-embed-display-settings data-align data-caption data-
embed-button= <img src alt data-entity-type data-entity-uuid data-align data-caption= <a href hreflang data-entity-substitution
data-entity-type data-entity-uuid title> <drupal-media data-entity-type data-entity-uuid data-view-mode data-align data-caption
alt title> =script= <style=

A list of HTML tags that can be used. By default only the lang and dir attributes are allowed For all HTML tags. Each HTML tag may have attributes which are treated as
allowed attribute names for that HTML tag. Each attribute may allow all values, or only allow specific values. Attribute names or values may be written as a prefix and
wildcard like jump-* JavaScript event attributes, JavaScript URLs, and €SS are always stripped.

Display basic HTML help in long Filter tips

|| Add rel="nofollow" to all links




Drupal Core & Ck Editor 5 Preview

<h3 id style=

Future state : CK Editor 5

CKEditor5 plugin settings

Headings

Source editing

List

Alignment

Media

Manually editable HTML tags

<cite> <d|> <dt> <dd> <script> <style> <h2 id class> <h3 id style> <h4 id> <h5 id> <h6 id> <drupal-entity alt title data-entity-type
data-entity-uuid data-entity-embed-display data-entity-embed-display-settings data-align data-caption data-embed-button> <img
src alt data-entity-type data-entity-uuid data-align data-caption> <blockquote cite> <ul type> <ol type> <a hreflang data-entity-
substitution data-entity-type data-entity-uuid title> <drupal-media title>

The following tag in the Source Editing "Manually editable HTML tags" field is a security risk: <h3 id skyle>.

A list of HTML ta can be used while editing source. It i add tag t already supported by other enabled plugins. For example, if "Bold” is
ed, iti ary to add the <strong=tag, but it n 0 add < > in a format that does not have a definition list plugin, but requires
definition list m:




G Back to site E Manage W Shortcuts 1 hifromal E Non-production

Home » Administration

Admin Th
m I n e m e Block layout
g T I I Configure what block content appears in your site's sidebars and other regions.

Comment types

Manage form and displays settings of comments.

Content types

Create and manage fields, forms, and display settings for your content.
Current
Sta te Display modes

Configure what displays are available for your content and forms.

Media types

Manage media types.

Menus

Manage menus and menu links.

Paragraph types

Create and manage Paragraph types.

Taxonomy

Manage tagging, categor

tion, and classification of your content.

Views

Manage customized lists of content.

Webforms

Create webforms and manage Submissions.



@ Backtosite = Manage Yy Shortcuts _§ hifromal == Non-production

® i content ;h Structure IJ\ Appearance ﬁu Extend \-\ Configuration .fl People .I| Reports © Help

Home > Administration

Structure

> Block layout

Claro Theme

Configure what block content appears in your site's sidebars and other regions.

> Comment types

Manage form and displays settings of commenits.

> Content types

Create and manage fields, forms, and display settings for your content.

> Display modes

Configure what displays are available for your content and forms.

> Media types

Manage media types.

> Menus

Manage menus and menu links.

> Paragraph types

Create and manage Paragraph types.

> Taxonomy

Manage tagging, categorization, and classification of your content.

> Views

Manage customized lists of content.

> Webforms

Create webforms and manage submissions.




0 Back to site E Manage * Shortcuts 1_ hifromal E Non-production

Content
Admin Theme

& Toolbar

(=]
m
k]
it

Current ( Add content )
State

Title Content type Published status Language
- Any - w || -ANY- w || -ADYy- v
Filter
Action
Delete content d
Apply to selected items
Title Content type Lt Status Updated v
w events added for 2023 Standard page jane Published 06/02/2023 - 11:58%am Edit -
Copyright Standard page ane Unpublished /022023 - 11:57am Edit -

wacy Pollcy Standard page jane Published 24/01/2023 - 3:03am Edit *



Claro Theme

G Back to site E [LELET [ * Shortcuts

= C— .
‘1 hifromal &= Non-production

® E Content ;—h Structure '{ Appearance ﬁn Extend "\ Configuration .!_l People .|| Reports 0 Help
Home : Administration
Content
Content Comments Files Media
Overview Moderated content
Title Content type Published status Language
‘ - Any - v ‘ -Any - v ‘ - Any - v
Filter
Action
Delete content v
Apply to selected items
[] Title Sl Author Status Updated T
type
. . 06/02/2023 -
] New events added for 2023 Standard page jane Published 102/
11:59am
[]  Copyright Standard page jane Unpublished 06/02/2023 -
Lopyright pag Jane p 11:57am
. . . . 24/01/2023 -
] Privacy Policy Standard page jane Published

3:03am

Operations

Edit

Edit

Edit



PaaS

 We want to help you where we can
» This is also very tricky as you maintain your own code base
 Have own internal processes

« Share the D10 compatibility reports

« Caveat: Currently only our distribution & using the standard pipelines
it doesn’t currently cover any of your additional modules you use

 |IF this is something your interested in using
come find me or email me and we can work together on how we can extend

the report for those custom modules

« If your struggling with your maintenance plan - Set up a time — let's work together



PaaS — What’s changing ?

» Enforce compliance with Information Security Manual (ISM)
» Multi-Factor Authentication on the whole platform for all users accounts
« Password length & complexity

« Shared responsibility to protect the platform
* Prevent data breaches e.g Medibank & Optus

 [TSA/CIO/CTO will get a please explain

Control: ISM-1173; Revision: 4; Updated: Sep-21; Applicability: All; Essential Eight: ML2, ML3
Multi-factor authentication is used to authenticate privileged users of systems.

Control: ISM-1504; Revision: 1; Updated: Sep-21; Applicability: All; Essential Eight: ML2, ML3
Multi-factor authentication is used by an organisation’s users if they authenticate to their organisation’s internet-facing
services.




Google Analytics 4

Home > Administration > Configuration > Web services

Google Analytics

Google Analytics is a free (registration required) website traffic and marketing effectiveness service.

Web Property ID(s)

© Show row weights

+ ‘ UA-XXXXXXXXYY Remove

& ‘ G-ZZZ72777777 Remove

Add another ID

This ID is unigue to each site you wank to track separately, and is in the Form of UA-xooooe-yy, Grooooono, AW-ooooooo, or DCxooooooos. To get a Web Property ID, register your site with
Google Analytics, or if you already have registered your site, go to your Google Analytics Settings page to see the ID next to every site profile. Find more information in the documentation.
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